There are lots of problems with security education. The most serious, of course, is that we're teaching security to the wrong people; we spend our time educating security specialists, rather than the application and system builders who are quite inadvertently creating the security holes that plague us. But there are problems even with what we teach specialists: we spend too much time on things like cryptography and too little on how to think about security. Don't get me wrong; cryptography is important. Students do need to learn about it, including the very practical fact that almost no one should ever invent his or her own crypto. Students also need to learn about firewalls, access control lists, passwords, and a plethora of other primitives. But that's the easy part.
